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= keep their passwords and personal work secure; students are responsible for all actions
performed using their username and password

« use the Internet and email for educational purposes only
« use school provided email accounts only
» seek teacher advice before providing personal details online

= always get teacher permission before publishing any personal information or photos online.

Unacceptable  This document does not list all unacceptable uses of ICT but outlines the general areas that are
unacceptable as well as prohibiting some specific uses. The following uses of ICTs are

Uses :
considered unacceptable:
Personal safety
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« log into blocked sites by first entering other approved sites i.e., anonymous proxy sites

» post information that, if acted upon, could cause damage to, or disrupt the network
= open e-mails from unknown sources.

Respect for privacy

You should NOT:

= re-post a message that was sent to you privately without the permission of the person who
sent the message

« take photos, sound, or video recordings of people, including background figures and voices,
without their permission
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Access to inappropriate material

Messages sent using the school ICTs and attempts to access inappropriate material using the
schools ICTs may be monitored and logged by the school and you should assume this
monitoring is continuous. Some inappropriate material may be filtered or blocked by the
school. You should NOT:

= use ICTs to access material that:

- is profane or obscene (pornography)

- is illegal OR advocates illegal acts

- advocates violence or discrimination towards other people

« if you unknowingly navigate to a web site that contains material that may be considered
offensive, you must clear the screen immediately and notify the teacher

» download MP3’s, MPEG'’s, and other large files without teacher permission

 play games of any type including Flash games and installed programs

= access social networking sites e.g., Facebook, Instagram, YouTube, AIM

« participate in online chats, discussion groups or mailing lists not relevant to your education
= access sites blocked by the school

= access material which is not relevant to your education

< use the school ICTs to purchase, order or sell any goods. A special exception may be made if

the purpose of such access is to conduct educational research and the teacher approves access.

Notification

You should:
« disclose to your teacher any messages you receive that are inappropriate or disturb you
= notify your teacher or Pastoral Leader if you identify a possible security problem

= immediately disclose accidental access to inappropriate material to your teacher or Pastoral
Leader. This will protect you against an allegation that you have intentionally violated the
School Acceptable Use Policy

« notify your teacher or Pastoral Leader if you are offended by another person’s use of ICT.

Consequences
of Improper
Use

Personal devices brought into school or to school activities may be taken and accessed if it is
believed that:

 there has been or may be a breach of the school rules or a school policy, or
= there may be a threat of harm to themselves or to others or to system security

If unacceptable files and/or content are found those files/content may be deleted, and
disciplinary action may follow. Any other use considered improper will be recorded and may be
subject to the following consequences:

« |oss of access privileges for a period determined by the Pastoral Leader

= informing parents/carers
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